


H y u n j u n  P a r k
S e c u r i t y  E n g i n e e r

Samsung SDS (2010 ~ 2020)

NAVER Corp (2020 ~ Present)

# Academia

- Korea Univ.  Master’s degree, Information Security (SANE LAB)

# Research

- Defcon Conf. 27 Demo Labs

- soFrida-Dynamic Analysis Tool for Mobile Apps with Cloud Backend

- Demystifying the Regional Phishing Landscape in South Korea (IEEE Access)

# Interest

- Security: LLM( AI) / App / Cloud-Native / Etc.

- Life: Boxing, Photograph, Camping
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Demystifying LLM Security: 
Model vs Systems



Architecture of LLM Applications
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Security of LLM (Model)

User

APP
(LLM Included)

LLM
Self-hosting / API

•

•



Security of LLM Systems (Apps)
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Steps to Building LLM App.



Security Responsibilities (Model)



Security Responsibilities (System)



Model
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Jailbreaking
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Jailbreaking
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Jailbreaking:
Old
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Jailbreaking - New



Jailbreaking:
New



Jailbreaking:
Many-shot  Jai lbreaking
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Jailbreaking:
CIpherChat
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Jailbreaking:
Bad Liekrt  Judge
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Jailbreaking:
Bad Liekrt  Judge
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Data Poisoning
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Data Poisoning



Data Poisoning
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Data Poisoning
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Model Extraction
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Model Extraction
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Model Extraction
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IP Violation
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IP Violation



System
Vulnerabilities



Prompt Injection
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Prompt Injection:
Hidden Prompt 
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Prompt Injection: 
Excecute arbitray commands
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Prompt Injection: 
System Info Leak
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System Prompt Leak.



Over Reliance



Supply Chain Attack:
ShadowRay
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Supply Chain Attack:
ShadowRay
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AWS Bedrock



Introduction
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Set-up Bedrock
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Guardrails:
Integrat ion Guardrai ls  and Kwoledge Base
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Guardrails:
Prompt Inject ion
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Guardrails:
IP  Violat ions
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Guardrails:
Veri f icat ion
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Proof of Concept
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Limitations:
Guardrai ls  is  not  God
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AI Security
& Safety



Mitigations
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AI Safety Research
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GET IN  TOUCH 
WITH ME

C O N T A C T  M E

j une5079@gma i l . com

ht tps : / /www . l i nked in . com/ in / june5079 /

h t tps : / / j une5079 .g i thub . i o
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